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ABSTRACT: The detection and prevention of fraudulent transactions in e-commerce platforms has long been at the 

core of transaction security solutions.  However, because e-commerce is concealed, it is challenging to catch attackers 

using just past order data.  Many research try to develop technology that prevent fraud, but they don't consider how 

consumers' behavior is evolving from different perspectives.  This complicates the process of identifying fraudulent 

behavior.  This paper proposes a new method for detecting fraud by tracking user activity in real time using a 

combination of process mining and machine learning models. First, we develop a process model for the B2C e-

commerce platform that incorporates user behavior identification.  Second, a method for anomaly analysis that may be 

used to event logs to find noteworthy features is explained.  We next use Ensemble Learning to integrate the gathered 

information into a classification model that identifies fraudulent activity. 
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I. INTRODUCTION 

 

Anti-fraud solutions are now essential to ensuring the security of online transactions due to the Internet's dynamic and 

dispersed character.  When addressing new security threats, vulnerabilities are still identified by current fraud detection 

systems that concentrate on identifying unusual user activity.  The ineffective process management of current fraud 

detection technologies throughout the trading process is a significant problem.  One of the main problems that requires 

attention is the ineffective monitoring function.  Because process capture is lacking in the current work, the detection 

perspective is typically insufficient. In order to do this, we suggest a process-based approach in which historical data is 

converted into controlled data and user behaviors are captured and examined in real-time.  Furthermore, we integrate a 

multi-perspective approach for identifying anomalous behaviors.  

 

 In order to solve the anomaly detection in data flows, this research introduces a hybrid approach that gives information 

about each action incorporated in a control flow model, combining the benefits of process mining and machine learning 

models.  This approach can dynamically detect changes in user behaviors, transaction processes, and noncompliance 

issues by modeling and evaluating the e-commerce system's business process. It can also thoroughly evaluate and 

identify fraudulent transactions from a variety of angles. The following is a list of this paper's significant contributions:  

 

 1) To identify the anomalies in e-commerce transactions, a conformance checking technique based on process mining 

is used.  

 2) To carry out thorough anomaly detection based on Petri nets, a user behavior detection technique is suggested.  

 3) To automatically classify fraudulent actions, an SVM model is created by integrating multiperspective process 

mining into machine learning techniques.  A growing number of business transactions are now using web-based 

methods rather than the conventional cash-based method due to the growing popularity of e-commerce platforms. 

The COVID-19 pandemic has had a significant influence on the entity economy in recent years, but e-commerce has 

been relatively unscathed, which has helped the sector grow steadily.  
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 By 2023, it is anticipated that business-to-consumer (B2C) e-commerce sales will total 6.5 trillion dollars.  In recent 

years, new security dangers have surfaced, despite the fact that the spread of contemporary technology and the growth 

of e-commerce present improved chances for online firms.  According to reports, the substantial rise in online fraud 

cases costs billions of dollars annually on a global scale. 

 

II. LITERATURE SURVEY 

 

A. Electronic Payment Systems in Electronic Commerce  

Since it gives consumers a new way to purchase goods and services through electronic means—the Internet and the 

WWW being the most significant—electronic commerce is becoming increasingly significant in the modern economy.  

Trust is one of the most significant issues that this new mode of trade brings up about the manner in which payments 

are made.  This essay begins by outlining some of the intricacies of electronic commerce payments in the modern 

economy, from the viewpoints of buyers and sellers.  The distinctions between electronic and traditional payment 

methods are then discussed, along with how each handles the problems that have been observed.  The benefits offered 

by electronic commerce are then used to identify electronic payment systems (EPS).  

 

B. An Analysis of the Most Used Machine Learning Algorithms for Online Fraud Detection  

Illegal acts pertaining to online financial transactions have grown more intricate and international in nature in recent 

years, causing significant financial losses for both consumers and businesses.  Numerous methods have been put forth 

to prevent and identify fraud in online settings.  Nevertheless, each of these methods has unique traits, benefits, and 

drawbacks in addition to sharing the objective of detecting and stopping fraudulent online transactions. In light of this, 

this paper examines the body of research on fraud detection in order to identify the algorithms that are employed and 

evaluate each one according to specific standards.  The systematic quantitative literature review methodology was used 

to examine the research studies in the area of fraud detection.  A hierarchical typology is created based on the most 

popular machine-learning algorithms in scholarly publications and their attributes.  Therefore, by integrating three 

selection criteria accuracy, coverage, and costs our research presents the best methods for identifying fraud in a novel 

approach. 

 

C. A comparison study of credit card fraud detection: Supervised versus unsupervised  

Due to the widespread use of credit cards for both online and offline purchases, the number of fraud transactions is 

rising daily.  Therefore, an effective fraud detection mechanism is necessary to keep the payment system reliable.  In 

order to compare several supervised and unsupervised methods for detecting credit card fraud, we conduct this study.  

This study specifically examines four unsupervised anomaly detection models: One-Class SVM (OCSVM), Auto-

Encoder (AE), Restricted Boltzmann Machine (RBM), and Generative Adversarial Networks (GAN) in addition to six 

supervised classification models: Logistic Regression (LR), K-Nearest Neighbors (KNN), Support Vector Machines 

(SVM), Decision Tree (DT), Random Forest (RF), and Extreme Gradient Boosting (XGB). A public credit card 

transaction dataset from the Kaggle website, which includes 492 frauds out of 284,807 transactions, is used to train all 

of these models.  Only supervised learning models make advantage of the transaction labels.  Five-fold cross validation 

is used to assess each model's performance in terms of Area Under the Receiver Operating Curves (AUROC). 
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III. PROPOSED SYSTEM 

 

The overview of our proposed system is shown in the below figure. 

 

 
 

Fig. 1: System Overview 

 

Implementation Modules 

Service Provider:  

• The Service Provider must use a working user name and password to log in to this module.  Following a successful 

login, he can perform various tasks like browsing datasets and training and testing datasets.  View the predicted 

fraud detection type in e-commerce transactions, view the fraud detection type in e-commerce transactions ratio, 

view the trained and tested accuracy in a bar chart, view the trained and tested accuracy results,  View the results 

of the fraud detection type in e-commerce transactions ratio, download predicted data sets, and view all remote 

users. 

 

Train and Test Model 

• The service provider divided the used dataset in this module into 70% train data and 30% test data, respectively.   

Thirty percent of the data is regarded as test data, which is used to evaluate the model, and seventy percent is 

regarded as train data, which is used to train the model. 

 

Graphical Analysis 

• Show graphs such as the system's accuracy and predicted ratio in this module.  The graph analysis takes into 

account a number of parameters.  Plot charts such as bar charts and others at this phase.  

 

Remote User: 

• There are n users in this particular module.  Before beginning any operations, the user should register.  Following 

registration, the user's information will be entered into the database.   Following a successful registration, he must 

use his password and permitted user name to log in.  Following a successful login, the user will perform several 
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tasks, such as registering and logging in.   Determine the type of fraud that will be detected in e-commerce 

transactions,  Check out your profile. 

 

Implementation Algorithms 

Support Vector Machine  

• Support-vector machines (SVMs, also known as support-vector networks) are supervised learning models in 

machine learning that use related learning methods to examine data for regression and classification.  As a non-

probabilistic binary linear classifier, an SVM training technique creates a model that allocates new samples to 

either category.  

 

Logistic Regression 

• Among the most widely used machine learning algorithms, logistic regression falls under the category of 

supervised learning.  With a given collection of independent factors, it is used to predict the categorical dependent 

variable. 

• A categorical dependent variable's output is predicted by logistic regression.  As a result, the result needs to be a 

discrete or category value.  Yes or No, 0 or 1, true or false, etc., can be used, but probabilistic values that fall 

between 0 and 1 are provided rather than the precise values of 0 and 1. 

 

IV. RESULTS 

 

 
 

Fig. 2: Home Page 

 

 
 

Fig. 3: Datasets 
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Fig. 4: Prediction of Fraud 

 

 
 

Fig. 5: Model Accuracy 
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Fig. 6: Model Accuracy in Pie Chart. 

 

V. CONCLUSION 

 

This study combined formal process modeling with dynamic user behaviors to create a hybrid approach to fraud 

transaction capture.  The five main views that we used to study the e-commerce transaction process were control flow, 

resource, time, data, and user behavior patterns.  This study developed an SVM model to detect fraudulent transactions 

and used high-level Petri nets as the foundation for process modeling to model the anomalous user behaviors.  Our 

thorough testing demonstrated that the suggested approach is capable of successfully capturing fraudulent transactions 

and actions. Our suggested multi-perspective detection method fared better overall than the single-perspective detection 

method.  In order to improve accuracy, we plan to include relevant deep learning and model verification techniques into 

the suggested framework in subsequent work.  To improve the accuracy of risk identification, it will also be necessary 

in the future to add more time aspects to the behavior patterns. 
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